®dopym no uHghopmayuoHHoU 6ezonacHocmu

www.gocs.de

lMomoaume, Yy MeHs1 Hem eJjiacmu, uJsiu rnpokKsissimue cemedu.

Ha kpato MioHxeHcKoU KoHghepeHuuu rno 6ezornacHocmu 6bi1 pycckuu
OCHogamersib U pykogodumesib mou xe nabopamopuu (UT-6e3ornacHocmu
komnaHuu) EezeHut Kacnepckuu derogasi 2azema FTD uHmepsasio.
Tak kak 3mo UHMepP8b 0C8EWAarMCs KITlo4Yeable acrekmsl
UHopmayuoHHou 6ezornacHocmu U rpo4yumame 3my cmamaio Jlullb
HeMHozaue crieyuanucmsl ecmb, OH 8 rnepeoHa4vasribHoM sude ¢
rnpurioxxeHuem AHarnus, ripedcmaerieHHbIU 30€eCh.

B amom uHmepebto, omoesibHbIX y4acmkos KubepHemu4yeckol 80UHbI
(KubepsoUHy) nedeHue .. dmu Yyacmu 3ameM aHasiu3upyromcs 3mom
Cllydae makxxe HeKomopble acrekmbl 0C8eUweHbl. IHmepabio:
MPOMbIWIIEHHO pa3sumble cmpaHbl Porom ux e3aumoodelcmeusi ¢ cebe
Moeaursly, cHumaem ocHogamersib U 2riaea pycckul UT-6e3onacHocmu
Kaspersky ¢bupmbi.

AHanus: O4yeHb UHMepPeCHbIU 8b1800 OCHOBaAH, HO KUbepHemu4ecKo20
npocmpaHcmea (kubepripocmpaHcmeo) ¢ kubepHemuyeckux eOUHUL,
(pusuyeckoz2o obopydosaHusi, rnpospaMmHo20 obecriedeHuUs1 U rnpowusKu)
Ha 3mou KOHKpemHou cemu. IMeHHO 0CHO80U OJ151 B03HUKHOBEHUSI HOBOU
BcerneHHod.

s komnoHeHMos, cesizaHHbIX ¢ 3mMou cucmemou, o0Hako, oba OHU
6niazocrioeeHue u npoknsamue oap. [ns mHoaux cghbepax noscedHesHoU
JKU3HU Ce200H5, U 803MOXHOCMU XU3HU paccmampusaemcsi Kak
6bnazocnoseHue. CrieyuaribHO Ors pa3gumbix cmpaHax amo
6niazocrioeeHue u npoknsamue.bnazocrnoseHuem 05 MHO2UX
803MOXXHOCMb rnpedcmasums cebsi. [poknsamue 0rsi MHO2uUX
803MOXXHOCMeu, Komopsble rnpedcmasrisaiom cebsi ¢ dpyaumu. Y1 ¢ moyku
3peHusi uHghopmayuoHHoU besornacHocmu, 6e3 Komopol ama cucmema He
6ydem pabomamb, ecmb MOCMOSIHHbLIU dap Kowmap., [lomomy ymo
ornacHocmb 6€CKOHMPOIbHO20 UCMOb308aHUs eo3pacmaem. To, Ymo
rnomeHyuarsbHbIlU PUCK HaKorusa 3a amu 200bl, rpu ycroeuu cobrodeHusi
cmpoxadtiwelt matiHe. TornbKo HecKornbKo "wapoe mecma (Stuxnet DuQu u
m.0." NPOHUKHymMb 8 obwecmeeHHocmu. Tem He MeHee, 3mo cobbimue, 8
Hawem bbicmpo MeHsIrwemMcs: Mmupe, 3abbiearom o4eHb bbicmpo, 8cezo 8



HeCKO/IbKUX MUHymax rpebbieaHusi 8 HaweM mo32ay .. Psi0 akcriepmos
ueparn no amou nomeHuyuarnebHoU onacHocmu. ['lo amou rnpudyuHe, hpala
"KornambCsi 8 MPOMBbIWIIEHHO pa3sumbIX cmpaHax ¢ ux cemel cebe
moauny". kak HarmoMuHaHue u rnpedyrnpexoeHue. NoyemMy, eknroyaem 8
cebs "cemu”, makue nomeHuyuarnbHble ornacHocmu ? Paccmompum amom
pas coobuweHus1 0 HeMeukol 3KOHOMUKU. be3 amozao cesi3u, Mbl bbi He
rnodHsinucek 8 NepmaHuu, akcriopm 4emrnuoHom. [lomomy 4ymo 3mo
HemeukKasi 9KOHOMUKa mecHO 83aumocesidaHbl 8 epmaHuu. [de 8
3Ha4yumernbHoU cmerneHu cemb UHGOPMaUUOHHO-KOMMYHUKaUUOHHbIE
cucmembl MoOHUMaemcs.

OTa ceTb He TONMbKO Ha 3KOHOMUKY 'epmaHnn, HO 1 BO Bcex obracTsax, Kak
dmHaHChI, 3apaBooxpaHeHne, TPAHCNOPT U NOTUCTUKA, a Takke
NPOU3BOACTBO 3MEKTPOIHEPIUM U pacnpeaeneHns anekTpoaHeprn. Ho u
CBsi3el ¢ accoumaumsMm U NpaBUTENbCTBOM.

[MocKkosbKy Mbl UMeeM [ero C CEroAHAWHNM AHEM, HO U rnobanbHON
MMUPOBOM 3KOHOMMKU, CETU He orpaHnymnBaeTcs 'epmanHunen. Ceasn,
KOTOpas OCyLLEeCTBIAETCHA TEXHUYECKUX CeTen B TOM, NpoBoaa Ans
nepegayn nHdopmMauunn, KpoBb Aap.

C y4yeToMm aTOro nogxoaa NyHKT, BaXKHOCTb "ceTen" 3Ha4YnTenbHO.
y y

KakoBbl nocrneacTems aTakm Ha oOLLECTBO M 9KOHOMUKY. Mbl ¢ TpyaoM Mory
npeactaBnTb cebe ypoH. ITO € y4eToM rnobanbHOro xapakrepa cetu
OYeHb CMNOXHbIX U yLepb B reoMeTpn4eckor Nporpeccum.

Ha naHHbIn MOMEHT, co3aeTca BnevaTsieHne, YTo Noka HUYEro He
NPOUCXOANT, Mbl MAEM Aarblue, MOTOMY YTO eCliv 3TO NPON30ONAET, Mbl He
3HaewM, 4To cnyyunochb !

Ha gaHHbIn MOMEHT OHa MOXET ObITb 3a4aBaricsi BONPOCOM, NOTOMY YTO
9KOHOMUKa 'epMaHumM 1 BO BCEM MUPE XUTb 6e3 aTor cetn ?



KopoTkuin OTBET: HeT.
CeTb sIBNSIETCA KU3HEHHO BaXXHbIM.

Takum obpasom, BO3HUKAET BOMPOC, Kak ceTb ByaeT npoaorkaTtb
peanu3oBaTb NOTEHUMAaNbHY ONAcHOCTb U B TO XXe BPEMSI CBECTU K
MUHUMYMY. B psige npunoxXeHnn, Ha4nMHasa OT He cBe4eHNE K MUHUMYMY.

lMNoTeHuuManbHasa onacHOCTb CBA3aHa C TeM, YTO CTaBUT NoA yrposy mo6omy
Y4aCTHUKY B KVI6epHeTVI‘-IeCKOM NPOCTpaHCTBE, BCE OCTaJIbHblE€ Y4aCTHUKA
MOTYT. 34ecb noTeHunanbHbIN puck ana MHOrmx y4aCtHMKOB 3TO O4YEHb
pa3Hble. [na MHormx 0Tpacnel7| 9KOHOMUKHN, Hay4Hbl€ NCCJieqoBaHUA,
(*)I/IHaHCbI, QHepretTnka n 1.4. OTO OYeHb YYBCTBUTEJIbHbI.

OTO TOMNbKO B Y6bITOK NMPOrHos3.

Kakne mepbl HE0OX0oaAMMbI ANS 3aLLUTbI OT 3TUX ONACHOCTEN?

OT0 B nepByto odepeab 00paTunica K NoSIMTUYECKNUM, SKOHOMUYECKUM U
BOEHHbIM, Tak. [MockonbKy MHANBMAOYanbHbIE PELLEHNS OT NpaBUTENbLCTBA U
MNPOMbILLIIEHHOCTN, HE NPUBOAAT K ycnexy. A NONUTKKA ... ECNN S HE 3HalO,
4yTO AenaTb, 1 co3gan paboyyto rpynny, ecnv gaxe He 3HatoT, 4TO AenaTb
... 3aTeM g co3fan ewie ogHy pabouyto rpynny, U Tak ganee u Tak ganee.

B Hawem co3HaHum 9TO BCTYNUT B CUITy NOoTepu cBA3M ¢ "[a, a 4To ecnun.

OTBeYas Ha 3TOT BOMPOC, U B YaCTHOCTU UX peLLeHne, Mbl BCe eLle
Aanexo.

Takum obpasom, NnepebIn BOMNPOC, "4To NponcxoauT, Koraa
KnbepHeTU4YeCKkMe atakm Ha NPOn3BOANTENEN SHEPTUM U pacnpeneneHus
3Heprun "?

[MpocTor OTBET, TO S TeYb KnanaH U CUAETb B TEMHOTE U HE MOXET
ABuraTtbcs Bnepen.

Cnegywowmne cobbiTUs NU3BMEHUTb HaLly XKU3Hb.

Mos kBapTupa xonogHas.

Mow xonogunbHUK Tenso.

My TV He paboTaer.

Mown MoBUNbHLIN TeNnedoH NN CMapTAPOH MOJSTYUT.

C "cTeHa" TONbKO X0NoAHY BOAY, ECINN HA BCE, YTO NPOUCXOAUT.



OTO BCe TEMHoe.

Ynn4Hble XOyT B apeHay, BpeMs OT NpuBrevYeHnsa BceobLero BHUMaHna Ha
aBTOMOOWNb, HO N HECET ee B bnuxaniwlee BpeMsi. Ecnn Bbl HE nony4vaeTe
TOMNNMBO Ha 3anpaBkax, XOTs TaHKn nonHoM obbeme. ConyTtcTeytowme A3C
BGepeT TONbKo HanM4HbIMK, 6e3HanMYHbIM TEPMUHAN MoNYaThb.

OH TUXO0 B KBapTMpe, Ha ynuuax ropoaa.

Bpemsi oT BpemeHu Mbl BUAUM, NO-NPEXHEMY NeTaTb CaMosrieToM, NUMOT
neTut 3 Buay. M3-3a aBnagucnetyepbl yxxe Hu4ero He cnblwan. OH
CUYMTaET, YTO C YyBCTBOM TOLLHOTbLI B Crenyr nocagky ¢ 352
naccaxupamm Ha 6opTy. Ero Touka 3peHusi COCTOUT B IEBOM YacTu

OokHa. Ha camom gene, He 6bIno 66l MOpe OrHEN, HO Mbl HE BUAUM HUYETO
bonee. 3a UCKIMOYEHNEM HECKONBbKNX CBETIISAYKOB, KOTOPbIE
nepemMeLlatTcs Ha 3eMIto.

Korga oH yBnaen ato 3aTMeHune, MbiCib Npuuna Kk Hemy. Ha ¢poto cnesa
A0 cux nop Het!

Tam, rae NpoMbILLIIEHHOCTb paboTbl ObINK Tam, rae ropesn CBeT U Tam
TemHo. Kak Obl Tam BoobLe. Bbl BUAMTE TONBKO HECKOMNBKO TEMHbIX
TeHen 30aHuN.

B NPOTUBHOM Clly4dae, MOXHO CKa3aTb, JNNIEXUT TUXOE 03€epo0.

Nrnn, Ha BepXyLlKax aepeBbeB 3TO OTAbIX, KaK ONMcaHo B OAHOM U3 HaLLUUX
BESNTMKUX MbICIIUTENEWN.

Ho wn3Hb npogormkaetcs. MeaneHHo, oH YyBcTBOBan cebsi ronogHbiM. OH
BCNOMHMI nocnegHue 6apbekto. NMoaToMy OH peLuunn, Kak ApeBHME TEMNO
OT HeaHAepTarbLEB NULLY €ro Ha oroHb Ha cebsi. OH HanonHWMN 3TOoT Habop
B AONCTOPUYECKNE BPEMEHA.

Tenepb OH M3 NepBbIX PYK NageHnd BbICOKO MHOYCTPpUalibHOrro obulecTBa K
Ha4vanam BOMNJIOWEHUA.

Ho aT1o He bena B KoHLE.

Ero 6ymaxkHuk Obin HegencTeuTenbHbIM. Ha camom gene, oH 4omKeH
GyaeT naty Tonbko Ao yrna k 6aHkomary. [1a, HO KOTopble TakKe HE MOTyT.

Bbinu cTpawHble BpemeHa. Kak gonro oHn 6yayTt agencreoBaTb, OH MOT
cKas3aTb HeT.

Ecnu bl He 3TO cobbiTue MepTB, OH BCE eLle XUBET CErogHA.

Lok oT "npoknsatna ceten”, oH He 3abyaeT BCH XXN3Hb.
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